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1.

Introduction

SecuPi Data Security Platform allows DevOps, DBA, and other privileged users to use
any tool to access databases, data lakes, data warehouses, lakehouses, etc. with
CyberArk vaulted credentials while monitoring and enforcing fine-grained access
control policies for the original user. This ensures that the vaulted credentials are
never exposed to users and all activity of logged and controlled.

This document describes the integration of the Secupi solution with CyberArk PVWA.
It covers configuration steps in CyberArk PVWA, Secupi Management Console, and
validation via a DB management tool such as Oracle SQL Developer.

2.

Prerequisites

Access to an environment with CyberArk PVWA deployed.

Administrative credentials for CyberArk PVWA.

Secupi Management Console URL and administrator access.

IdP credential (our integration guide will use Okta tenant credentials (Issuer
URL, Client ID, Client Secret).

Client Certificate for CyberArk credential provider.

Oracle SQL Developer client instrumented with SecuPi overlay enforcer.

CyberArk Configuration

3.1. Loginto PVWA

1. Navigate to the CyberArk PVWA URL.
2. Enter administrator credentials and click Log In.
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3.2. Create a Safe (or use an existing safe)
1. Go to Safes » Add Safe.
2. Name the Safe: SecupiTutorialSafe.
3. Click Skip and create Safe to create the Safe.

€@ Define properties 1. Define Safe properties

Select members

| Cancel | ( Skip and create ‘“a‘c ) m
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3.3. Register the SecuPi Application
1. Navigate to Applications - Add Application.
2. Name the application: SecuPiApp.
3. Accept default settings and click Add.

Dlete Add Applicetion

cation Details: TestApp

Hone ) Add Application 4

Niaima: Tasthpg

Budinecs avinar
Firsz Mama:
L=z Mame:

Ewpiration Date:

3.4. Use or add database Service Accounts

Go to Accounts » Add Account.

Select a database Platform: Oracle Database (example).
Choose a Safe: SecupiTutorialSafe (example).

Enter Username and Password for the service account.
Click Add.

ok oobd -~

3.5. Retrieve Account Name
1. In Accounts, locate the new service-account entry.
2. Click the account and switch to the Details tab.
3. Copy the Account Name which will be used in SecuPi Privileged
Account Brokering

5. Go to Accounts » Add Account.
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Select a database Platform: Oracle Database (example).

Choose a Safe: secupiTutorialSafe (example).

Enter Username and Password for the service account.

9. Click Add.

10. In Accounts, locate the new service-account entry.

11. Click the account and switch to the Details tab.

12. Copy the Account Name which will be used in SecuPi Privileged
Account Brokering

® N o

3.6. Configure Safe Permissions

1. Open Safes » SecupiTutorialSafe » Members tab.

2. Click Add Member.

3. First, search for the Prov_Components account—this is the built-in
service account that lets components like AAM or the Central
Credential Provider authenticate and rotate passwords. Give it Full
rights.

4. Add the SecuPi application (e.g. SecuPiaApp) with Read-Only
permissions - SecuPi only needs to fetch credentials, not modify them.

5. Click OK.

4. SecuPi Management Console
Configuration

4.]. Add a Secret Store of CyberArk type

1. Login to Secupi Management Console.
2. Navigate in SecuPi Management Console to your Organization
Privileged Account Brokering
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4.

& secu #

BB Scan Profiles

%o Scan Jobs

IDENTITY & ATTRIBUTES
B User Attribute Repos

I = DB Access Broker
& Attribute Data Types

® Attribute Schemas

REPORTS,
B Executed Reports

B Report Setup.

ORG ADMIN
282 Org Members
& Applications

X Globals v

DB Access Broker

Default SecretStore

Identity Provider
Settings

Attribute Mapping

SAML Attribute Parser

i Secret Stores

I Databases

D

68495f83ea43e0.

>

>

Sdc9a

# DB Service Guard - Settings

SecuPi SecretStore

Custom Mapping

Host

Port

1521

A Org: CyberArk + A -

cer | B

Add a new secret store (click the ‘+' sign) (may show automatically

when there are no secret stores configured)

i Secret Stores

68495842ea43e02d86f5dc99

Configure fields:

Name

SecuPi SecretStore

Description

SecretStore CyberArk

v
Aliases Applied Apps
E=n x
Type
CyberArk Credential
Provider

o SecretStore Type: CyberArk Credential Provider

Port: 11730

o 0O O O O O

SecuPi - Copyright 2025

Application ID: TestApp

Safe: SsecupiTutorialSafe
Client Certificate: Upload the provided certificate.
Cache TTL: 1 minute

CyberArk Host: <pvwa.skytap.example.com>



Default SecretStore Name
Description
SecretStore Type
CyberArk Host
CyberArk Port
Application ID

Safe

Client Certificate

Cache TTL (Minutes)

4.2,

SecuPi SecretStore

SecretStore CyberArk

CyberArk Credential Provider

services-uscentral.skytap.com

11730

TestApp

SecupiTutorialSafe

File

Type

Password

1

Set to O to disable caching

Test Connection

Choose File |client_1-28p12

PFX File

Test connection - click test.

Management Console

(?J’ SecuPi

BB Scan Profiles

¥ Scan lobs

IDENTITY & ATTRIBUTES
B User Attribute Repos

l & DB Access Broker
ah Attribute Data Types

® Attribute Schemas

REPORTS
B Executed Reports

B Report Setup

ORG ADMIN

222 Org Members
& Applications

¢ Globals v

2. Enter:

' / DB Access Broker

i DB Service Guard - Settings

Default SecretStore

Identity Provider
Settings

Attribute Mapping

SecuPi SecretStore

v

Name

Display Name

Authentication
Protocol

X509 Certificate

Entity ID URL

550 Url

TTL (Minutes) @

Custom Mapping

o Name - Application label
o Display Name

Navigate to DB access broker settings

BETA_DSG

BETA_DSG

SAML

MIIDNDCCA0SgAwIBAgIGAZa0iSFLMADGCS9GSIb3DQEBCwUAMIGOMOswCOYDVOQGEWIVUZETMBEG
ALUI jowET2t0YTEU

Configure SSO with your IDP (e.g. Okta) in SecuPi

a Org: CyberArk - A -

e = |

O]

hitps:/secupi.okta.com/ap,

1
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Authentication Protocol - SAML

X509 Certificate

Entity ID URL - Identity Provider Single Sign-On URL
SSO Url - Identity Provider Issuer

3. Click Save

o O O O

4.3. Configure Database Access Broker

1. Navigate to Database Access Broker to add a database
2. Open the Databases tab and click the ‘4’ sign to add a Database

i3 Databases

ID Host Port Aliases Applied Apps
68495f83ead43e02dB86f5dc9a jpdatabases.aws.secupi.com 1521 m
3. Fillin:
o Host
o Port
o Applied Apps: select relevant Secupi apps (Optional)
o Service Accounts: Add the *Account Name* from CyberArk

Attributes No ABAC Attribute Schemas are available for 'Database Service Guard' scope

Secret Store Name Priority Attributes

SecuPi SecretStore Database-Oracle-system 0

4.4, Add Object Level AC

1. In your SecuPi application (underOrg) Go to Policies » Object Level AC.
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@ 5ecup| & / Object Level Access Control Policies a App: CyberArk ~ Org: CyberArk ~ P

Object Level Access Control Policies m

R0 User Sessions

Object Level access control allows you to Allow or Deny access to Databases, Catalogs, Schemas and Tables, as well as to Buckets and Files.

RoPA ~
No assoriated UAR: Bind UAR to App
RESOURCES Y | search o
wl Resource Catalog Group Resource Processing
() B Level Name Type Actions  Conditions Flow Effect Enabled
A e = Leveld connectto  Connection  [EHSY No Condition Apply D.E Vi
db Credentials W
Yo Format Mappings
¢ Data Rewriters
2 Database Mapping
POLICIES
@ Globals
& Rules
M Column Level AC
lﬁ Object Level AC
. oy e . .
2. Click the ‘+' sign to add New Object Level Policy
3. Fillin:
o Name
o Resource Type: Connection
.
o Actions: Connect
o Effect: Apply DB credentials
e s Y | search o
M Analytics Reports ~
Group Level Name Resource Type  Actions Conditions. Processing Flow  Effect Enabled
8o User Sessions.
Level O connect to db Connection No Condition Apply DB =]
RoPA v Credentials
RESOURCES Group Level ]
& Resource Catalog Lowerlovels re and arefrther s aher evels
@ External Data Catalogs Name connect to db
@ Data States
Resource Type Connection -
30f Format Mappings
X3 Data Rewriters Actions || Conneet
£ Database Mapping
Request Conditions S :
rouics
@ Globals Conditions = :: i
& Rules
Effect Apply DB Credentials -
@ Column Level AC
le Object Level AC Enabled  {[_

B Row Level AC

® Classificstons [ o |

4. Click ok (at the bottom of the rule) and save (top right corner)
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5. Validation with any DB management
tool (e.g. Oracle SQL Developer)

1. Launch Oracle SQL Developer (instrumented with SecuPi overlay
enforcer).

2. Click New Connection.

3. Configure:

o Username: Okta username
Password: /eave blank
Connection Type: Basic
Hostname
Port

o Service Name
4. Click Connect

o O O O

T T = FPEE-EE @B @ oy

5 Orace Connections

Worksheet Query Builder
63 Crade

53 OradeTest SELECT USER FROM DUAL;
[ Tables (Fitered)
(B3 views

(38 Indexes
(i Packages
[3) Procedures
[ Functions

(%) Operators
[ Queues
[FR Queues Tables
[2® Triggers

| - Types

[ sequences

Connection Name ~ Connection Details Name |SIEYSEIE Color
5§l Materialized Views J B2
[ Materiaiized View Logs (Orade el b

og OracleTest rbe BozimaTee
| - (1 synonyms
G Public Synomyms User Info | Proxy User
[ Database Links
[ Public Database Links

{4 Directories Authentication Type

[£5 Editions Username |norbert.gasowski@secupi,com | Roe [defat =
XML Schemas ) ;
-z XML DB Repository password | | [Jsave Passwort
13 OLAP Option
Connection Type __Easi( -

3 Analytic Views
[ Scheduler
==1 - Details Advanced

1 . -
Reports

\[{ Al Reports Port o
(B Analytic View Reports .

| (2 Data Dictionary Reports QOsbp
G (2 Data Modeler Reports (5) Service name FREEPDB1

| B[ OLAP Reports
(2 TimesTen Reports

| G (2 User Defined Reports

[ New /Select Database Connection

_|w Wk

Hostname findatabases.aws.secupi.com

Status

Pomog save Clear Test Connect Anuiug
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5. Your browser will pop up with SSO authentication (e.g. Okta)

v

Success

Your user was verified.
You can close this page

6. After successful SSO authentication, your Oracle SQL is logged in as the
service account with vaulted credentials from CyberArk PVWA

08 ooirer: - I

Cennections. len i
F-RTHD FEW-BR BR &edwn

3 Orade Connections [ Worksreet | query Buider
B orade

=[] OraceTest

{23 Tables (Filtered)
[ Views

(3 Indexes

(il Packages
(3] Procedires

SELECT USER FROM DUAL;

[} operators

i3} Queues

[ER Queues Tables

- [ Triggers

& Types

[ sequences

5§ Materiaized views
Materizlized View Logs
(3 synonyms

-3 Public Synonyms

[@ patabase Links

- (gg Public Database Links
(£ Directories

[£5 Editions

|
ML DB Repository
{55 OLAP Option . 2
(53 Analytic Views [ Query Result *
@Sd‘emer - & ¥ B soL | AlRowsFetched: 1in 0,222 seconds
Reports =] {huser
[ Al Reports 1 SYSTEM

- [ Analytic View Reports
(> Data Dictionary Reports
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